IDENTITY THEFT
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WHAT TO PROTECT
« SSN
e Bank accounts
 PINs

e« Passwords

e IDs

o Drivers License, Passport, Birth Certificate, etc
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HOW THEFT HAPPENS

Phishing

« Hacking

Dumpster diving

« Shoulder surfing

Posing as Authority Figure

e Debit or Credit Card Fraud
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Robo Calls




HOW TO PROTECT YOURSELF

« NEVER share PINs or Passwords with ANYONE

« DO NOT open email attachments from unknown senders

« SHRED documents with personal information
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HOW TO PROTECT YOURSELF

* Request verification of authorities
» Keep IDs in safe deposit boxes or lock boxes at home

* Provide your SSN sparingly and only when necessary
o Employer
o Banks

e Check your CREDIT REPORTS yearly- free once a year
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CONTACT US

« Email; finaid@coloradomtn.edu

* Phone: 970-947-8322

 Website: https://coloradomtn.edu/financial-aid/financial-

literacy/

do something MAJOR So?NI?SNRcéEg



mailto:finaid@coloradomtn.edu
https://coloradomtn.edu/financial-aid/financial-literacy/

	Identity theft
	What to protect
	How theft happens
	How to protect yourself
	How to protect yourself
	Contact us

